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Carlton C of E Primary C of E Primary School
Policy for e-Safety

Introduction

and is a key skill for everyday life. Computers, tablets, programmable rohots, digital and video
camerus are a few of the tools that can he used to acquire, organise, store, manipulate, interpret,
communicate and present information. Consequently, schools need to build in the use of these
employment.

Carlton C of E Primary School encownges use by pupils of the rich information and inteructive
evuluate such resources. Access to on-line resowrces will enahble pupils to explore thousands of libraries,
datahases and activities, and to exchange messages with people throughout the world.

employees. The school expects that staff will investigate possibilities and incorporate use of such
to pupils in the appropriate use of such resowrces. Staff will consult the ICT coordinator for advice on
content, training and appropriate teaching levels consistent with the school's ICT programme of study.

We aim to remove any barriers, bias or discrimination that prevents individuals or groups from
realising their potential and to provide equal opportunities and access to the cwrriculum for all children
regardless of gender, age and cultuwral backgrounds, physical ability or special needs (See Equalities
Scheme and Ohjectives).

At Carlton C of E Primary School, we understand the responsibility to educate our pupils on e-Safety
issues; MWWWWWWWMWWWLWrW
classroom.

This framework of e-safety and Acceptahble Use Policy (AUP) is to promote safe and appropriate use. It
already has in place as well as other existing policies in respect of its employees.

life, the intention of this policy is:
e To maximise e-Safety for all memhbers of the school community
e To help everyone understand the potential risks
e To provide guidelines (including how the policy will be regulated and any sanctions) for safe
and appropriate school and home use

Both this policy and the Acceptable Use Agreement (for all staff, governors, visitors and pupils) are
inclusive of hoth fixed and mohile internet technologies provided by the school (such as PCs, laptops,
staff, but brought onto school premises (such as laptops, iPads, mohile phones, camera phones, PDAs



Roles and Responsihilities

As E-Safety is an important aspect of strutegic leadership within the school, the Head and governors
have ultimate responsibility to ensure that the policy and pructices are emhedded and monitored. The
named, e-Safety Co-ordinator and Senior Information Risk Officer (SIRO) in owr school is

Jo Bevis. All memhers of the school community have heen made awwre of who holds these posts. It
is the role of the e-Safety co-ordinator to keep abreast of cwrent issues and guidance through
organisations such as LA, CEOP (Child Exploitation and Online Protection) and Childnet.

Staff and Governors are updated by the Head / e-Safety co-ordinator and all governors have an
understanding of the issues and strutegies at owr school in relation to local and national guidelines
and advice.
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E-Safety skills development for staff
Staff receive regular information and training on e-Safety issues from the ICT / e-Safety coordinator.

New staff receive information on the school's acceptable use policy as part of their induction, then
annually.

All staff are encowrnged to incorporute e-Safety activities and awureness across the cwriculum as
appropriate.

E-Safety in the Cwriculum
The school's internet access is controlled by filtering softwuure chosen by the Local Authority, which
should stop access to many inappropriate sites, although we recognise no system is totally secure.

Staff are aware that all inappropriate sites accidentally accessed in school should be reported to ICT
Coordinator and, then to the LA/E2Bn - incident to be logged.

Pupils will have supervised access to Internet resowrces (Where reasonahble).

If Internet research is set for homework, specific sites will be suggested that have previously been
checked by the teacher. It is advised that parents recheck these sites and supervise this work. Parents
will be advised to supervise any further research.

The school provides opportunities within a range of cwriculum areas to teach about e-Safety. Pupils
issues. Pupils are also awwre af where to seek advice or help if they experience problems when using
the intermet and related technologies; i.e. parent/ carer, teacher/ trusted staff member.

The e~safety policy will be shared with the pupils at the start of each school year. Pupils and parents
sign the AUP and internet permissiomn slip.

The class teacher will provide appropriate guidance to pupils as they make use of the internet to

Sanctions
Pupils deliberate violation of the AUP will result in a temporary or permanent ban on internet use.
Additional action may he taken in line with the school's Behaviowr Policy.

Password Security

All users read and sign an Acceptahble Use Agreement to demonstrute that they have understood the
school's e-safety Policy.

Users are provided with an individual email and a Server log-in username.




Staff must :

e Use a different password for accessing school systems to that used for personal (non-school)
purposes

e Change passwords regularly

e Log off or lock the computer using CTRL+ALT+DELETE when leaving unattended (The

automatic log-off time for the school network is 10 mins.)

Starters and Leavers — The Headteacher / OﬂltceStaﬁﬁdeensmt)rwaemrers/ access is removed, or
disahbled, in a timely manner. Any school owned computer equipment (e.g. laptop) should bhe retwned
to the ICT Co-ordinator on staff exit. Starters will he given appropriate access to the school network

on entry.

Anti-virus/anti-spaum system

The school has an up to date anti-virus system which is installed when a device is delivered. This is
automatically updated when a new release is avuilable. Anti-spam is built in within the email platform
and updates when a new release is available.

Jor viruses each time they are connected vio a computer that is known to have the latest antivirus
protection.

If pupils wish to- bring in work on removahle media it must he given to the teacher for a safety check
Jirst.

Data Secwrity

The accessing of school data is something that the school takes very seriously.  Access is via unigue
login and password and is restricted to necessary users.

Data accessed out af school (e.g. reports) is retrieved via password protected school email account /
one drive.

Internet and Social Media
From the perspective of the School social media offers a new wuay to communicate key messages and

engage with pupils, parents, governors and other stakeholders. It also offers the School opportunities
ﬂorpubhoconwltauon abwwag,dwlogmwwhwml& staff, governors and parents for the purposes

When using social media and, intermet sites the School will apply the same rules that would apply to
the actions of employees in general as covered by the Safer Working Pructices document and, therefore,
draws no distinction between the conduct online and conduct offline. The School will take a view
affect employee’s work performance, the performance af others or the interests of the School.




Rights and Responsihilities

reputation of the School (or yourself) whether this is carried out during school time or privately. Staff
that they will be responsible for any commentary which is deemed to be a hreach of copyright,
defamatory, libellous or ohscene.

Transparency

It is recognised that the line hetween professional and personal business can sometimes be blwred. It
contributed to- a social media site or the internet. It is vital that employees should he honest about
their identity, and, where appropriate, be clear that any views shared are the employees as an

The use af social media on behalf of the School should only be used in a way that will add volue to
the School, and accordingly all employees have a duty to present accwrate information and ensure that
pupils, other staff, governors and parents are not misled.

Any member of staff contacted by the published media or radio or television about a post they have
made on a social networking site should inform the Head teacher immediately.

Monitori

While the School does not monitor employees through social nebworking sites or the internet i there
were concerns with regard to the activities of o member of staff or an investigation wus taking place
then the School would consider accessing social media sites. This covers hoth private and professional
use of social media.

Legal Issues
All employees of the School should take the following into consideration when using social media: -

e Be awure of the School policy and guidelines for using social media whether this is for personal
use or as part of the working role.

e Be familiar with the legal areas outlined helow hefore writing about colleagues or sharing
information about the School.

e Enswre that posted material does not disclose privileged or confidential information.

e Remember that defamation is the act off making a statement ahout a person (or an institution)
that is considered to harm their reputation. Where such a defamatory statement is written
down (either in print or online) this is referred to as libel.

has written or said if it is on behalf of the School or on a school sanctioned site. Action can also he
hefore quoting statements from other social network sites or the intermet.

Condusion

The School respects the legal rights of employees with regard to the use of social networking and the
intemet. In general what an employee does in their own time is their affair and the School recognises
that some staff may wish to publish private material on the internet including, but not limited. to,
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prohibited by this policy if they affect or could affect the Schools reputation or service delivery
interests, joh performance (of the member of staff concerned or others) in a negative way in the

stakeholders in the School on a social nebworking site. Employees must make every effort to ensure
that any remarks on a social media wehsite are credible and accwrate with a disclaimer that the views
are those of the member of staff and not of the employer. It is likely that to share confidential or
private information about the School, its employees or governors on a social media site or the intermet
will result in o disciplinary investigation.

Email

Staff should use their individual school email address or the admin email address for school business
Under no circumstances should staff contact pupils or parents using personal email addresses.
Pupils in KS2 are introduced to email as part of the ICT Scheme of Work.

Pupils may only use school approved accounts on the school system and only under direct teacher
supervision for educational purposes.
Auwmmmaexpmwmwmwmemoﬁmmmm(nmm)

themselves or others in e-mail communication, or arrange to meet anyone without specific permission,

virus checking attachments.
Pupils must immediately tell a teacher/ trusted adult if they receive an offensive e-mail.
Staff must inform the e-Safety co-ordinator if they receive an offensive e-mail.

Personal Mohile devices (including phones)

The school allows staff to bring in personal mohbile phones and devices for their own use. The school
DOES NOT allow a memhber of staff to contact a pupil or parent / carer using their personal device.
Staff mohile devices must not he taken into the classrooms. Except for DDSL, when devices are needed
to verify identity for CPOMS.

Pupils are not allowed to hring personal mohile devices/phones to school unless this is for educational
purposes set by the teacher (even then, strict monitoring and controlled usage will only be permitted).
Year 6 children may bring in a phone to left in the office during the day only if they are wulking home
by themselves and need it to- contact a parent/ carer.

The school is not responsible for the loss, damage or theft of any personal mohile device.

The sending of inappropriate text messages hetween any members of the school community is not
allowed.

Users bringing personal devices into school must ensure there is no inappropriate or illegal content on
the device.



Safe Use of Images

With the written consent of parents (on hehalf of pupils) and staff, the school permits the appropriate

Staff are not permitted to use personal digital equipment, such as mohile phones and camerus, to
record, images of pupils, this includes when on school trips. However with the express permission of
the Headteacher, images can he taken provided they are trunsferred on retwm to school and solely, to

Permission to use images of all staff who work at the school is sought on induction and a copy is

On a child’'s entry to the school, parents/carers will he asked to give permission to use their child's
Parents/ carers may withdraw permission, in writing, at any time.

Only the Weh Administrators have authority to uploud to the school website.
Images/ films of children are stored on the school's network.

Pupils and staff are not permitted to use personal portable media for storuge of images (e.g., USB
sticks) without the express permission of the Headteacher. If used, material must be uplouded onto

the school network.

ICT technician /coordinator have the responsibility of deleting the images when they are no longer
required, orthe pupil has left the school.

Equal Opportunities - Pupils with additional needs

The class teacher and SEND coordinator will enswre that children with special educational needs will
have additional support as required, in order to develop their awareness and understanding of E-Safety
and the AUP.

Parental Involvement
Parents/ carers and pupils are encowrnged to contribute to adjustments or reviews of the school e~
Safety policy.

Parents/ carers are asked to read through and sign acceptable use agreements on bhehalf of their child
on admission to school and then annually.

Parents/ carers are required to opt in whether they consent to images of their child being taken/ used
in the public domain (e.g., on school wehsite).



The school disseminates information to parents relating to e-Safety where appropriate through:
Information evenings/ newsletters, school website.
Parents/carers supervise children during online learning.
Parents can seek further guidance on keeping children safe online from the following organisations and
wehsites:

e What are the issues? - UK Safer Internet Centre

e Hot topics - Childnet International

e Parent factsheet - Childnet International

Writing and Reviewing this Policy

Staff, pupils and governors have heen involved in making/ reviewing the e-Safety policy through Staff
Meetings, School Council and, Governor meetings/ liaison.

Review Procedure
There will be an on-going opportunity for staff to- discuss with the e-Safety coordinator any issue of e~
Safety that concerns them.

This policy will be reviewed annually and consideration given to the implications for future whole
school development planning.

The policy will be amended if new technologies are adopted or Central Government change the orders
or guidance in any way.
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https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet

Carlton C of E Primary School
Online/Internet Safety Rules
Pupil Acceptahle Use Agreement

This applies to ALL online activity including any social media including or referring to school and
school membhers.

v T will only use ICT in school for schoolwork and will only use sites my teacher has asked me to

0LCCRSS

IWWWWWW@IWWIWWW&MWWIW%

approved. The messages I send will be polite, sensible and responsible. .

I will not tell other people my ICT passwords.

I will only open/delete my own files.

I will not downloud programs or bring programs from home into school

I will not deliberately look for, save or send anything that could be unpleasant or nasty. If I

accidentally find anything like this I will tell my teacher immediately.

I will NEVER give out my own details such as my name, phone numhber or home address on the

Internet and I will tell the teacher iff anyone asks me for my, personal details.

I will NEVER arrange to- meet someone I have spoken to on the Internet

I will be responsible for my hehaviour when using ICT because I know that these rules are to

v' T know that my use of ICT can he checked and that my parent/ carer contacted if o memhber of
school staff is concerned about my eSafety.

v" I realise that if I don't use the Internet sensibly I will not be allowed to use it.

S VA NENE N NN

NN

To: Carlton C of E Primary C of E Primary School
Acceptahle Use Agreement and Parental Use of Photogruphs and Video

I / We have discussed the Pupil Acceptable Use Agreement and our
child, (child’s name) agrees to follow the Online/Internet

Safety Rules and to support the safe use of ICT at hoth School and at home.

-11 -



Smile and Stay Safe Poster

o (o

‘SL\“HLEWWS@@

private, such as full name, phone numher, home
address, photos or school. Never reply to- ASL (age,
sex, location)

Meeting up with someone you have met online can
yowr parent or carer and they can he with youw.
Information online can he untrue, biased or just
lnaccwrate. Someone online my not be telling the
truth about who they are - they may not he a
Let @ parent, carer, teacher or trusted adult know i
youw ever feel worried, uncomfortable or frightened
about something online or someone yow have met
or who has contacted yow online.

Emails, downlouds, IM messages, photos and,
anything from someone yow do not know or trust
may contain a virus or unpleasant message. So do
not open or reply.
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Carlton C of E Primary
Staff, Governor and Visitor Acceptahle Use Agreement / Code of Conduct

ICT andtfwretatedtechnalagw&%a&m thzmwnELMmUbUzdm/immane,xpectechmtoj

pro;ﬁesswnaLr%pmsMMMmusmgwﬁormoﬁICT All staff are expected to sign this policy and,
adhere at all times to its contents. Any concermns or clarification should be discussed with Gail
Highton, school e-Safety coordinator.

> I will only use the school's email / Internet / Intranet and any related technologies for professional purposes
or for uses deemed ‘reasonable by the Head or Governing Body.

> T will comply with the ICT system security and not disclose any passwords provided to me by the school or
other related authorities.

> T will ensure that all electronic communications with pupils and staff are compatible with my, professional
role.

> I will take great care regarding social nebworks (e.g. Facehook) - Stafff must not have any pupil (or former
reported to- School Safeguarding Officer. Staff / Governors must not make any mention of Carlton C of E
Primary School on social media e.g. Facehook. Staff / Governors must ensure that any posts to social media

> I will not give out my own or colleagues personal details, such as mohile phone numhber and personal email

> deLonLg,usethappmvw secure email systems for any school business.

> I will enswre that personal data (such as data held on SIMS) is kept secwre and is used appropriately,
whether in school, taken off the school premises or accessed remotely. Personal data can only be taken out
af school when authorised by the Head or Governing, Body.

> I will not install any hardwore or software onto school PCs or laptops without permission of ICT coordinator

> I will not browse, download, upload or distribute any material that could be considered offensive, illegal or

> Images of pupils and / or staff will only be taken, stored and used for professional purposes in line with
school policy and with written consent of the parent, carer or staff member. Images will not be distributed
outside the school nebwork without the permission of the parent / carer, memher of staff or Headteacher. All
images should be uplouded, to school server / printed and then deleted from device.

> I will respect copyright and intellectual property rights.

> I will ensure that my online activity, both in school and outside school, will not bring my, professional role
into disrepute.

> T will support and promote the school's e-Safety policy and help pupils to be safe and responsible in their
use of ICT and related technologies.

> Sta&ﬂlaptup&mmamthepmpertg,oj&thzschoot under no circumstances should pupils be given access to

User Signature

I agree to follow this code of conduct and to support the safe use of ICT throughout the school
SIGNALUNE ..o Date .......ccceevvvvennenne

FULL NQUTLZ ..o (printed)
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e-Safety Incident Log Cariton C of E Primary C of E Primary School

Date/Time | Pupil/ Details of Immediate Further Action | Any legal Closed
Location | Staff incident Action to (to prevent implications | date
Name (incl. minimise reoccuTence) e.g. data
Evidence) impact & protection act
reasons

The Incident Log will he completed hy the e-Safety Coordinator and monitored and reviewed termly
and stored confidentially on the W drive (limited access by key staff only)

e-Safeguarding Risk Assessment Form -Carlton C of E Primary C of E Primary School
High Impact: Public exposuwre of restricted information leading to embharrussment, system downtime,
or data corruption impacting learmning & teaching.

Low Impact: Internal exposwre Mediwm Impact: Exposwre of protected information to a non-
authorised third party, leading to outcomes listed above.
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Informatio | Information Laptops taken Use of secure
n accessed by out of school; email when
(restricted/ | external Info sent via appropriate /
protected) | parties email possible/passwo
taken out rd protect
of school Use af school
on , password,
email etc protected,
OneDrive - staff
only
Usegf Information Memory, sticks USB sticks are
mobile accessed, by taken out of NOT to he used
data external school Jor
storage parties storing/transferr
e.g. ing
memory restricted/ protect
sticks ed data - use of
secure/password,
protected email
or OneDrive
Useogf Information n/a -use secure Always use
Internet for | accessed by methods COLLECT, S25,
data external Anycomms - all
transfer parties secuwre
and
communica
tion
Pupil Pupil gain Staff leaves Automatic
gaining access to computer logged locked screen
access to | teaching staff on and unlocked after 10
restricted or| area minutes; staff
protected advised to log,
computer
unattended
Remote None to Web,based, Email only
school Weh hased, offsite via password,
equipment | email password, by offsite; secure
computers | offsite via second,
password, by, password,
named staff
Back up Portahble disc Disc stored off Risk accepted;
(storage) lost off site site by named, need back up
staff offsite in case af
Password | People access Use of computer AUP in place; all
misuse or | other users in busy class - pupils and staff
poorly information password may reminded to
managed be seen never share
passwords and




Viruses Disruption / Opening, Anti virus and,
malicious | access to emails; use of updated
software | school data USBs (see automatically
installs ahove) Ensure up to
date with advice
Inadeguate | Staff and n/a Staff and pupils
training in | correct reminded, of e~
e-security | procedures safety,
and e- Begin each
safety lesson with
safety reminder
Remote Lack of Access to Provide
during safety, parental
self- locks, up to date
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E-Safeguarding Action Plan Template - Carlton C of E Primary C of E Primary School

Resource Target Indicator gf Success | Person
What will be done Implications Date(s) Responsihle

time ongoing Staff confidentine- | Jo Bevis
training Use of One Drive

Time allocated in | ongoing Pupils awwre of how | JB / class
E-safety emhedded | planning to stay e-safe and teachers
cwriculum a problem
Additional guidance | Emails/Parentmail | Regular Parents are awwre JB/admin
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E Safeguarding Procedures: Position at Autumn 2022

Proceduwre

In Place

Partially

Not in

Don't

Actions for

Roles and Responsihilities:
SIRO appointed, IAOs identified
and listed, technician

responsihilities specified

X

1. Risk Assessment: Procedures
estahlished, assessments and
remedial action plans
documented

2. Information Classification:
Table created and system for

dass%whmlabzﬂmg,

3. Acces&ContavL&. Systems
access records (who has access
to what) and Network security
measures established and
implemented,

4. Use of ICT Systems: AUP

‘owned by everyone. On-going
ucation, & traini

Jor everyone

5. Password Security: Minimum
requirements in place

6. Incident Reporting: Proceduwre
taken as necessary

7. Starters and Leavers:
Procedures established and active

8. Remote Access: Minimum

9. Technical Security: Minimum
requirements in place
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